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NucTpykuus o mopsiaike odecrnedeHnsi KOH(PUACHINAIBLHOCTH NIPH 00PALlEeHUH C
uHopManueii, coaep:kaiieii nepcoHalbHbIe JaHHbIE

1. O0mue moJ10xKeHN s
1.1. Huctpykums o mnopsake obOecneueHUs KOH(MUACHUMAIBHOCTH TpH OOpalleHUuH C
uHopmarmen, cojepKaliell TepcoHadbHbIe JaHHBIC (Hasee — WHCTpyKuus), sBIsSETCS
00s13aTeIbHOM 151 BceX CTPYKTYpHBIX noapasaenenuit MbOY «COILL Nely (manee — OO).
1.2. Tlom mnepcoHanbHBIMH JAaHHBIMH TIOHMMaeTCs Jto0as WHQOpManus, OTHOCALIAsICA K
OTIPENICIICHHOMY WJIHM OTIPE/IesIeMOMY Ha OCHOBAaHHMH TaKOW MHPOPMALIUU PU3UICCKOMY JIUILY
(cyOBEeKTY IepCOHANbHBIX JaHHBIX), B T. 4. €ro (haMuius, MMs, OTYECTBO, IO, MECSI], Aara U
MECTO POXKACHUS, aJpec, ceMeHOoe, COLMAIBbHOE U UMYIIECTBEHHOE MOJIOKEHHE, 00pa3oBaHUeE,
npodeccusi, T0XO0 bl U JIp.
1.3. Obecnevenre KOH(PUACHITMATHPHOCTH IMEPCOHANBHBIX JAHHBIX HE  TpeOyeTcss B ciydae
00e3MYMBaHMUS TEPCOHANBHBIX JAHHBIX, a TaKXkKe B OTHOIIEHWH OOILIETOCTYIHBIX
NEPCOHANBHBIX JaHHBIX. B 00IIeOCTYIIHbIE HWCTOYHUKH NMEPCOHAIBHBIX JAaHHBIX (B T. .
CIPAaBOYHUKH, aJPECHbIC KHUTH) B LEIIX HHPOPMALMOHHOTO 006ecneueH s ¢ TUCbMEHHOTO
coryiacusi cyObeKTa MepCOHAIbHBIX JAHHBIX MOTYT BKJIIOUAThCS €ro paMuins,  UMsl, OTYECTBO,
TOJl ¥ MECTO POXKICHUS, aJJPeC U IPYTUe CBEICHHUS.
1.4. KoHuIeHIIMaTbHOCTh MEPCOHATBHBIX JAHHBIX MPEAyCMaTPUBAET 0053aTEIFHOE TTOTyYeHUE
coryiacusi cyObeKTa MepCOHAIBHBIX JAHHBIX (HAJTMYHE WHOTO 3aKOHHOT'O OCHOBAHU) Ha UX
00paboTtky. Cornacue He TpeOyeTcst Ha 00pabOTKy JaHHBIX:
HEOOXOIUMBIX I JOCTABKH ITOYTOBBIX OTIIPABIICHUH OpraHU3aLUsAMU IOYTOBOM CBSI3U;
BKJIIOYAIOIIUX B CE0S TOJIBKO (haMUITUIO, UMSI M OTUYECTBO CYyOBEKTa,;
JAaHHBIX, pab0Ta C KOTOPHIMHU IIPOBOIUTCS B IIEJISAX MCTIOTHEHUS 00paiieHus (3anpoca) cyobeKTa
NIEPCOHANBHBIX JIAaHHBIX, TPYJOBOTO MJIM HHOTO JJOTOBOPA C HUM,  OJHOKPATHOTO MPOITyCKa B
3/1aHUE WIK B UHBIX AaHAJIOTUYHBIX IEJISX;
00paboTKa KOTOPBIX OCYIIECTBISIETCS O€3 CPENICTB AaBTOMATU3AIUH.
1.5. Topsinok BeneHUs epeyHel NepCOHANbHbIX JaHHBIX B CTPYKTYPHBIX moapasaenenusx OO
YTBEP)KIAeTCs JIOKAIBbHBIM aKTOM. OCYIIECTBIATh 00pabOTKY M XpaHeHHE KOH(PHICHIIMATbHBIX
JTAHHBIX, HE BHECCHHBIX B IIEPEUCHb, 3aITPEIIaeTCsl.
1.6. Bce pabOTHHKH, TIOCTOSIHHO paboTaronye B MOMEMICHUAX, B KOTOPBIX BeJETCs 00paboTKa
NEPCOHANBHBIX JIAHHBIX, JOJKHBI UMETh JIOMYCK (pa3pelieHne) K paboTe ¢ COOTBETCTBYIOIIUMHU
BUIAMHU TICPCOHAITBHBIX TaHHBIX.
1.7. PaGoTHHMKaM, OCYLIECTBISIOIIMM OOpabOTKY MEPCOHATBHBIX JMJAaHHBIX, 3alpelacTcs
coo0IaTh UX YCTHO WJIM MUCHBMEHHO KOMY OBbI TO HU OBUIO,  €CJIM 3TO HE BBI3BAHO CITy>KEOHOMH
HEOOXOIMMOCTBIO, a TAK)KE OCTABIISITH MaTEPHUATBHBIC HOCUTEIHN C IIEPCOHATLHBIMU JTAHHBIMH
0e3 TpUCMOTpa B HE3AMMEPTOM IMOMENIeHHH.  [lociie MOATOTOBKY M MEepeaay TOKYMEHTa B
COOTBETCTBUHM C pPE30JIONHel (hailibl YEepHOBHKOB W BapUAaHTOB JOKYMEHTa JOJDKHBI
NEPEHOCUTHCS  TOJATOTOBUBIIMM WX  pPaOOTHUKOM HAa  MapKUPOBaHHBIE  HOCHTEIH,
npeJHa3HaYeHHbIE /I XpPaHEHUs TIEpCOHANBHBIX TaHHBIX. be3 corilacoBaHus ¢ pyKOBOIUTEIEM
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CTPYKTYPHOTO TIo/ipa3ziesieHus (opMupoBaHue 1 XpaHeHre 0a3 JaHHBIX (KapToTeK,  (alJoBBIX
apXHBOB U JIp.), COAEPKAIUX KOH(PHUACHIIUATLHBIC TaHHBIE, 3aIPEIIACTCS.
1.8. Ilepenaua nepcoHaJbHBIX JAAHHBIX JOIYCKAETCS TOJIBKO B CIIydasX, YCTAHOBJIEHHBIX
®enepanbHbiMu 3akoHamMu 0T 27.07.2006 Ne 152-®3  "O nepcoHalbHBIX JAaHHBIX" U OT
02.05.2006 Ne 59-®3  "O mopsinke  paccMOTpeHHs oOpamieHuil rpaxnaan Poccuiickoi
®denepanun'", NEHCTBYIOMKUMHA HHCTPYKIHMSIMH IO pab0Te CO CIIy)KEOHBIMU JOKYMEHTAMHU U
OOpalleHNsAMH TPaXKAaH, a TaKXkKe [0 MUCbMEHHOMY MOPYYEHUIO (PE30IIOIMH) BBIIECTOSIIIUX
JIOJDKHOCTHBIX JTHIL.
1.9. 3ampeniaercs nepenaya NepCOHANBHBIX IaHHBIX 10 TeNe(OHY, (aKCy, HIEKTPOHHOM MouTe
3a UCKIIOYECHHUEM CIIy4aeB, YCTAHOBJICHHBIX 3aKOHOAATeNbCTBOM PD u JNENCTBYIOLIUMHU
UHCTPYKIMAMU 10 paboTe cO CayKeOHBIMU TOKyMEHTaMU U OOpaleHusIMH rpaxaad. OTBETHI HA
3alpOChl TPAKAAH U OpraHu3alui Aal0TCs B TOM 00beMe,  KOTOPBIH MO3BOJIAET HE pa3riallaTh
KOH(QUIEHIMAIbHbIE [aHHbIE, 3a MCKIIOUCHHMEM JIaHHBIX, COJEpXallUuXcsi B MaTepuaiax
3asBUTEJIS WM OIyOJIMKOBAHHBIX B OOIIEIOCTYITHBIX HCTOUHUKAX.
1.10. OTBeTCTBEHHOCTS 3a 3aIIUTy 00padaThIBa€MbIX IIEPCOHANBHBIX IaHHBIX BO3JIaracTcs Ha
pabotHukoB mnoxapazaeneHuii OO, OCYHIECTBISIONMX TaKyl oOpabOTKy TO JOTroBOpY C
OIepaTopoM, a TakXKe Ha HHbIE JIMIA, OCYLIECTBIAIOMUE OOpabOTKy WM XpaHEHHE
KOHpuIeHManbHbIX JaHHbIX B OO. Jluma, BUHOBHBIE B HAPYLIEHUU HOPM,  PErYJIHPYIOLINX
0o0pabOTKy ¥  XpaHeHHWE KOH(PUIEHIMAJIbHBIX  JaHHBIX, HECYyT JAMCHUIUIMHAPHYIO,
a/IMUHUCTPATUBHYIO M YTOJOBHYIO OTBETCTBEHHOCTh B COOTBETCTBHUHU C 3aKOHO/IATEIILCTBOM U
B€JIOMCTBEHHBIMU HOPMAaTUBHBIMHU aKTaMHU.

2. Ilopsinok obecnieyennst 6e30MacCHOCTH NP 00padoTKe U XPAaHEHHMH NEPCOHATbHBIX

AAHHBIX, OCYLECTBJIsIeMbIX 0€3 HCI0JIb30BAHMSA CPEICTB ABTOMATH3AI UM

2.1. O6paboTka MepCOHAIBHBIX JaHHBIX, OCYIIECTBIseMas O€3 WCIIOIb30BaHUS CPEICTB
aBTOMaTHU3alllK, JOJKHA OBITh OPraHM30BaHA TAKMM O0pa3oM,  4YTOOBI B OTHOLIEHUH Kaxk10H
KaTerOpuH MEePCOHABHBIX TAHHBIX MOYKHO OBUIO ONPEACTUTh MECTa XpaHEHUsI MaTepHaIbHBIX
HOCUTeNeH epcoOHAbHBIX JaHHBIX M YCTAHOBUTH IIEPEUEHb JINL, OCYLIECTBISIIOIUX 00paboTKY.
2.2. Ilpm XpaHeHHHM MaTepHaAIbHBIX HOCUTENEH HEoOXOoIuMO CcoOII0AaTh  YCIOBHA,
o0ecreunBarome COXPaHHOCTb MEePCOHATBHBIX JTAHHBIX u UCKITIOYAIOIINe
HECaHKIIMOHMPOBAHHBINA AOCTYN K HUM. Jluma, ocymecTBistomue o0paboTKy NepcoHAIbHBIX
JAHHBIX 0€3 NCIOJIb30BAHUS CPEACTB aBTOMATU3allMK,  JIOJKHBI ObITh IPOMH()OPMUPOBAHBI O
¢axTe 06pabOTKM UMHU MEPCOHAIBHBIX ITAHHBIX, KaTEropusx o0padaThIBaeMbIX IEPCOHAIBHBIX
JTAHHBIX, a TaKXKe 00 0COOEHHOCTSX M MpaBUJIaX BIIIOJHEHHs TaKOi 00pabOTKH.
2.3. Heo6xonumo o0ecrieuynBarh pa3ieibHOE XpaHEHHE MEPCOHATBHBIX JAHHBIX (MaTepHaATIbHBIX
HocuTeneil), o0paboTKa KOTOPBIX OCYLIECTBISETCS B pPa3NuW4HbIX Lemsax. llpu dukcanun
NIEPCOHABHBIX JaHHBIX Ha MaT€pUAIbHBIX HOCUTEIISAX HE JOIMYCKAETCs HAa OHOM MaTepUalbHOM
HOCUTENIe pa3MelllaTh IEePCOHAIbHbIE JaHHbIE, LEIW OOpabOTKM KOTOPBIX 3aBEIOMO HeE
coBMecTHMbI. [Inis  00paGOTKM TEPCOHANBHBIX JAHHBIX KaXJIOW KaTerOpuu  JIOJKEH
UCIIOJIb30BAThCS OT/AEIbHbIN MaTepUaIbHbI HOCUTEIb.
2.4. Ilpu HECOBMECTUMOCTH Liejiel 00pabOTKM NEPCOHANBHBIX IaHHBIX,  3a(UKCHUPOBAHHBIX HA
OJTHOM MaTepHaJIbHOM HOCHTEJE, U HEBO3MOKHOCTU 00pabOTKU OJJHUX IMEPCOHAIBHBIX TaHHBIX
OTJENIBHO OT APYTUX, 3a()MKCUPOBAHHBIX HA TOM € HOCHUTEJIE, TOJKHBI ObITh IPUHATHI MEPHI 11O
o0ecreyeHnIo pa3iebHON 00pabOTKH MEPCOHABHBIX JaHHBIX, HCKIIIOYAIOINE OHOBPEMEHHOE
KONMPOBAHWE WHBIX NEPCOHAIBHBIX [aHHBIX, HE MOJISKAIIUX PACIPOCTPAHEHUIO U
UCII0JIb30BaHUIO.
2.5. YHUYTOXEHHUE WU 00€3TMYMBAaHUE BCEX UIIM YaCTU MEPCOHAIBHBIX TAaHHBIX (€CIH 3TO
JIOMyCKAETCS ~ MaTEpUANbHBIM  HOCHUTEJIEM) IPOU3BOAMUTCA  CIIOCOOOM,  HCKIIOYAIOLIMM
JalbHEeHIyto 00paboTKy ~ 3THMX NEpCOHANbHBIX JAHHBIX C COXPaHEHHEM BO3MOXHOCTH
00pabOTKM WHBIX JaHHBIX, 3a(UKCUPOBAHHBIX Ha MaTepuUaIbHOM HocuTene (yaalieHue,
BbIMapbIBaHKe). Y TOYHEHHE NEPCOHANBHBIX JaHHBIX MPOU3BOAUTCS ITyTeM OOHOBICHHS UITH
U3MEHEHHU JaHHBIX Ha MaTePHAIbHOM HOCUTENE, A €CIIM 3TO HE JIONYCKAaeTCsl TEXHUUECKUMHU
0COOEHHOCTSIMH MaTepUAIbHOTO HOCUTENSA, — MyTeM (PUKCAllMK Ha TOM e MaTepHaJbHOM



HOCHUTEJIE CBEJCHHUI O BHOCHMBIX B HUX U3MEHEHUSIX, 100 MyTeM U3rOTOBJICHUS HOBOTO
MaTepHaILHOTO HOCUTENS C YTOUHEHHBIMH NEPCOHATILHBIMU JIAHHBIMH.

3. lopsinok odecnieyeHHus1 6€30MACHOCTH NPH 00PAOOTKE M XPAHEHHH TEPCOHAIbHBIX

JAAHHBIX, OCYIIECTBJISIEMbIX € HCMOJb30BAHHEM CPEICTB ABTOMATH3AMHU

3.1. be3onacHOCTh MEPCOHATBHBIX AJAHHBIX MPH UX 00paboTKe B MH(OPMAIIMOHHBIX CUCTEMAX,
XpaHEHUU U MepechlIKe 00eCeurnBaeTCs C OMOILBIO CHCTEMBI 3aIUThI IEPCOHAIBHBIX JaHHbBIX,
BKJIIOUAIOLIEH cCrenuaabHble CpeACcTBA 3alUThl MHGOpMAallMK, a TaKXe MHCIONb3yeMble B
UHPOPMALMOHHON cucTeMe MHPOPMALMOHHBIE TEXHOJIOTHH.
3.2. Jomyck naui K o00pabOTKe NEpCOHANBHBIX JaHHBIX B HWH(GOPMAIMOHHBIX CHCTEMax
OCYILIECTBIISICTCSI HA OCHOBAaHUU COOTBETCTBYIOIIMX Pa3peUINTEIbHBIX JOKYMEHTOB U KIFOUEH
(maponeii) nocryma.
3.3. Pabota ¢ nHpOpMAIIMOHHBIMU CUCTEMAMH JOJIKHA OBITh OpraHU30BaHa TAKUM 00pa3oM,
4yTOOBI 00ECNEUUTh COXPAHHOCTh HOCHUTENEH MEPCOHANBHBIX  JaHHBIX U CPEJICTB  3alUThI
uHpOpMALIMK, a TaKXKe HCKIIYUTh BO3MOXXHOCTh HEKOHTPOJMPYEMOIO TpeObIBaHUA B
MOMEIIEHUSX, I/Ie OHU HaXOJSATCs, IOCTOPOHHHUX JIULL.
3.4. KowmnpioTeppl 1 (WJIM) OSJIEKTPOHHBIE TMANKW, B KOTOPBIX conepxKarcs (ailisl ¢
NEPCOHAIBHBIMU  JTaHHBIMH, JUIS KQXKJIOTO TIOJB30BATENsl JODKHBI OBITh  3allUIICHBI
WHANBUAYATbHBIMU APOJIIMU JOCTYTA, COCTOSIIMMHU U3 IECTH U 00Jiee CUMBOJIOB.
3.5. Pabora Ha KOMITBIOTEPAX C MEPCOHATBLHBIMU JaHHBIMH 0€3 MapoJied JoCTyna Wi oJ,
qyKUMH WA OOIIMMHE (OIMHAKOBBIMH ) TIAPOJISIMH, A TaK)Ke MEePEChUIKA MEPCOHATBHBIX TAHHBIX
0e3 UCMOIb30BaHUs CIEIHAIBHBIX CPECTB 3AIIUTHI 10 OOIIEIOCTYTHBIM CETSM CBSI3U, B T. .
cetu MHTEpHeT, 3ampermaercs.
3.6. IIpu 06paboTKe MepCOHANBHBIX JAHHBIX B MHPOPMAITMOHHBIX CUCTEMAaX MOJIb30BATEIISIMHU
IIOJKHO OBITH 00ECIIEYEHO:
- MCIIOJIb30BaHUE MIPeTHA3HAYEHHBIX JIJIsl 3TOTO pa3/ienoB (KaTaloros) HocuTene nHdopManuu,
BCTPOCHHBIX B TEXHUYECKHE CPEJICTBA, HJIM ChEMHBIX MAPKHUPOBAHHBIX HOCUTEJICH;
- HemomyleHue (PU3NYECKOro BO3IeHCTBUS HA TEXHUYECKHE CPEICTBA aBTOMATU3HPOBAHHON
00pabOTKM NEPCOHANBHBIX JaHHBIX, B pE3yJbTaTe KOTOPOrO MOMKET OBITh HapyIIEHO UX
(YHKIIMOHHPOBAHUE;
- TOCTOSTHHOE MCIOJIb30BaHNE aHTUBUPYCHOTO 0OecriedeHusl sl OOHapyKEeHHUS 3apakKeHHbIX
¢aiinoB U He3aMeATUTEILHOE BOCCTAHOBIIEHUE TIEPCOHANBHBIX JAHHBIX,  MOAU(PHUIIMPOBAHHBIX
VI YHUYTO)KEHHBIX BCJIEICTBHE HECAHKIIMOHUPOBAHHOTO JOCTYTIA K HUM;
- HEJIOMYyIIEHNE HECAaHKIIMOHUPOBAHHOTO BHIHOCA U3 MMOMEIIEHUH, YCTaHOBKU U MOJKIIOUYCHHS
000pyI0BaHUs, a TAKXKE yIAJICHHSI, MHCTALUISIUN WA HACTPOHKU IPOTPaMMHOTO 00eCTIeueHUSI.
3.7. Ilpu 06paboTKe nepcoHaNbHBIX JaHHBIX B MHPOPMALMOHHBIX CUCTEMaX pa3pabOTYHKHU U
aJMHUHHUCTPATOPBI CUCTEM JOJIKHBI 00ECIIeUNBATh:
- oOyueHue JUI, HCHOJB3YIOIIUX CpEICTBA 3allUThl HHPOpPMAIUU, MpPUMEHSIEMblE B
MH(POPMALIMOHHBIX CHCTEMaX, MpaBuiiaM paboThl C HUMH;
- Y4eT JIUII, AOMYIIEHHBIX K padoTe ¢ NepCOHAIbHBIMH TaHHBIMU B HH()OPMAIIMOHHBIX CHCTEMaX,
IIpaB ¥ NapoJjei N0CTyna;
- y4eT NPHUMEHSEMBIX CPEJICTB 3allUThl MH(pOpMALIMK, HKCIUTYyaTaIlMOHHON M TEXHHUYECKON
JOKYMEHTAIlUU K HUM;
- KOHTpPOJIb 3a COOJIIOICHHEM YCIIOBHIM  MCIOJB30BaHUS CPEACTB 3alllUThl HH(OpMALIUH,
MPEIYCMOTPEHHBIX 3KCILUTYaTAlMOHHON M TEXHUYECKOM TOKYMEHTALIMEN;
- OMHMCAHKUE CUCTEMbI 3alIUTHI IEPCOHANILHBIX JaHHbIX.
3.8. Cnemuduyeckue TpeOOBaHHS K 3allUTE MEPCOHAIBHBIX MJAHHBIX B  OTICIHHBIX
ABTOMATHU3MPOBAHHBIX CHCTEMaX YCTAaHABIIMBAIOTCS UHCTPYKIUSIMHE 110 MX UCTIOJIB30BaHUIO U
JKCILTyaTaluu.
3.9. PaGotnuku nmoapazaenenuidi OO wu  5WIa, BBITONHSIONME pPabOTHI MO  JIOTOBOpaM U
KOHTpaKTaM, HMEIOIIME OTHOIIEHHE K O0O0pa0OTKe MEepCOHATBHBIX JAHHBIX, JOJIKHBI OBITH
03HaKOMJIeHbI ¢ IHCTpyKILIMel o1 paclucKy.
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